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Al Relies On Mass Surveillance, Warns Signal Boss

By Daxia ROJAS

Meredith Whittaker said concerns about surveillance and those about Al were 'two framings of the same thing'

JULIEN DE ROSA

The Altools that crunch numbers, generate text and videos and find patterns in data rely on mass surveillance and exercise concerning control over our lives, the boss of encrypted
messaging app Signal told AFP on Thursday.

Pushing back against the unquestioning enthusiasm at VivaTech in Paris, Europe's top startup conference where industry players vaunt the merits of their products, Meredith Whittaker
said concerns about surveillance and those about Al were "two framings of the same thing".
"The Al technologies we're talking about today are reliant on mass surveillance," she said.

"They require huge amounts of data that are the derivatives of this mass surveillance business model that grew out of the 90s in the US, and has become the economic engine of the tech
industry."

Whittaker, who spent years working for Google before helping to organise a staff walkout in 2018 over working conditions, established the Al Now Institute at New York University in 2017.
She now campaigns for privacy and rails against the business models built on the extraction of personal data.

And she is clear that she has no confidence that the Alindustry is developing in the right direction.

Al systems have a hunger for data to input but they produce vast amounts of data too.

Evenifitis incorrect, she said, this output "has power to classify, order and direct our lives in ways that we should be equally concerned about".

And she pointed to the power imbalances created by an industry controlled by "a handful of surveillance giants" that are "largely unaccountable".

"Most of us are not the users of Al," she said.

"Most of us are subjected to its use by our employers, by law enforcement, by governments, by whoever it is.

"They have their own goals but they may not be goals that benefit us or benefit society."



She said a striking example was the way Al firms liked to say that they were helping to find solutions to the climate crisis.

In fact, she said, they were taking money from fossil fuel companies and their technology was being used to find new resources to extract.
"Because, of course, where is the revenue? It's not in saving the climate," she said.

"Itis in massive contracts with BP, with Exxon, with other large oil and gas companies.”

Ultimately she argued that Europeans should not be thinking in terms of competing with bigger American Al firms.

Another option could be "to reimagine tech that can serve more democratic and more rights-preserving or pluralistic societies".
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How to Protect Yourself From Unethical or llegal Spying

Boot your system into Safe Mode, then run the scan. Spyware and malware can hide during a regular boot. Whereas, Safe Mode is a reduced boot process, with fewer processes and
services for spyware to hide behind. The process of entering Safe Mode is different for Windows and macOS.
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I'm Being Watched: How to Deal With Stalkers and Spies

1. Find Out Who Your Stalker Is. Sit down and brainstorm a list of possible suspects. In the majority of cases, the person watching you will be known to you—a personal stalker. The
following is a list of possibilities to help jog your memory and generate a long list of all the potential culprits.
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Watch Out: How to Stop Your Smart TV From Spying on You

Kelso: There are several things you can do to protect your data. First, like your computer, your smart TV needs to be updated from time to time. On most smart TVs, you can go to the
settings area ...
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9 Ways Your Home May Be Spying on You - Bob Vila

Your laptops, modems, and refrigerators are also collecting information from you. Here are some of the ways the devices and appliances in your home are spying on you. 1. Security
Cameras. Photo ...

Images of everything spies on you

See more images

1280x720


https://www.pcmag.com/how-to/how-to-stop-smart-tvs-from-snooping-on-you
https://www.bobvila.com/articles/home-spying-on-you/

1280%720

1776x1077

1280%720

810%x425

1920%1080

1800%2700

1280x%720

2025%3000

1280x%720



670%900

700%480

640x407

1280x%720

1280%720

1280x853

725x453

1940%1282

1280x912



768x537

Show all

cyberguy.com

cyberguy.com > security > how-to-find-out-whos-spying-on-you

How to find out who's spying on you - CyberGuy

Find interference: Call someone on your cellphone and slowly walk around the space you suspect has the ‘bug.’. Notice areas of interference (call drops, crackles, or static) — spyware
devices often emit a frequency that disrupts calls, etc. You can also use a portable radio that's tuned to a clear radio station — listen for the same ...

wired.com

wired.com » story » google-tracks-you-privacy

All the Ways Google Tracks You—And How to Stop It | WIRED

Once you've applied a filter—such as Android—you can delete all matching entries by clicking the trash can icon. Individual entries can be erased from the record by clicking the three
dots to ...
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How smart devices can spy on you—and what to do about it - Fast Company

On the less obvious end of the spectrum, things like smart TVs use cameras and microphones to spy on users, smart lightbulbs track your sleep and heart rate, and smart vacuum
cleaners recognize ...
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Is Amazon's Alexa Spying on You? - MUO

Alexa is a part of your life only when you ask Alexa to be. By default, Alexa begins listening after your Echo device detects the wake word, so Alexa does not listen to your personal
conversations. So, if what Amazon says is true, Alexa device users have nothing to worry about. Unfortunately, things aren't as cut-and-dried as this.
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Is Alexa Always Listening? How to Protect Your Privacy | Avast

Yes, Amazon Alexa is always listening to you, but it's not quite as creepy as it sounds. While Alexa can hear everything you say, it's only passively listening, waiting for its wake word. The
wake word, which could be "Alexa," "Echo," or "Computer," activates Alexa so that it can respond instantly to your
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